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Key Features 

Cloud-based protection against; 

Securing the Cloud - Solution Brief 

Securing Microsoft 365 
Email is the top threat vector for ransomware and other advanced 
threats. Businesses need to ensure that their critical business 
data and users are protected from advanced and constantly 
evolving security threats. Essentials for Microsoft 365 provides a 
much needed additional security layer to support standard 
Exchange Online Protection (EOP). 

IT professionals need an easy-to-manage and comprehensive 
email security and compliance solution. Essentials for Email 
Security provides cloud-based advanced targeted attack 

protection, email     co    n  tinuity, encryption and data leakage 
protection, and archiving at an affordable price. 

Essentials for 365 offers two cloud-based services that protect all 
your business email in Office 365 with zero impact on email 
performance. The solution is a comprehensive email security suite 
that leverages a vast global threat intelligence system, which 
gathers real-time threat data from millions of collection points 
around the world and uses this to filter every inbound and 
outbound email to stop spam, viruses, data leaks, and malware. 
Additional protection is provided by an Artificial Intelligence (AI) 
engine to inspect all the emails already in your inbox to block 
against impersonation-based fraud such as phishing. Together, 
they provide the industry’s best and most cost-effective 
protection for Office 365 users. 

Included within the solution is an Advanced Threat Protection 
module, a cloud-based service that uses a multi-layered 
architecture with a CPU-emulation sandbox to detect and block 
new (zero-day) and advanced, evasive threats before they touch 
your deployment. 

Deployed in under an hour, Essentials for 365 lets you quickly 
protect your business and customers from the most sophisticated 
and cyber-threats. The award-winning spam filtering keeps your 
employees productive and there is cloud-to-cloud backup that 
can protect against accidental or intentional deletion of emails by 
employees. 

 Spam
 Email-borne viruses (inbound 
and outbound)
 Email-based malware
 Phishing emails
 Undelivered emails
 Unsecured emails
 Denial-of-Service attacks

Web-based Management 
 Easy configuration & management
 LDAP and multi-factor authentication
 Centrally managed security policies
 Access reports from any location
 Mobile applications

Real time detection 
 Dynamic threat analysis
 24x7 updates and protection
 Suspect link detection deters 
phishing and spear phishing 
attacks
 Leverages globally gathered 
threat intelligence
 Advanced Threat Protection 
with system emulation 
sandboxing
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About NG-IT 
NG-IT Limited is a privately 
held IT Solutions partner 
providing next generation 
cloud infrastructure and cloud 
security. Our aim is to provide 
peace of mind for our 
customers so they remain 
focussed on managing and 
growing their business. 
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